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« Internal Threat / RERER
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* Phishing / 71y >0
« Personally Identifiable Information (Pll) / {BA%BIIELR (PII)

« Preventing Compromise / {2=Bh1E
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« Error Messages / I5— Avt— « Security Safeguards / t¥a2)7r{RER

* Interactive / 129575747 + Security on the Go / RO EF2UTr

 Video / EFF AL




PROOFPOINT SECURITY AWARENESS TRAINING O3> F>Y | Ya—a @&

TN="DRA SL—=20 FD2-)
LBLORERERF ORRBN—Z2207 EV2—-MICE@F 1295
ITTA7BEDR T —LAERPETFAERDED B EN B E
FoEV2—I)E A —DITEDELERT LD FB DR
ZIRAIEIRZNEREDIVTHER SN TS BREIKRD
ZEICRIBI B RI=HTI—THRA N NDBREA > TI)PT o AD
SEENTVEY .

EJ2-MIDOWVT

o LyRU35EL EREROTEBRINTVWEIFITS oH5 1595
BECTRTTE. £Phztlsg el 20\ BRITIENTE
ES

DTG A—H—(CEDETABTZEHRIVAI AT BT ENTTEE

TY, Customization Center TlE. LI T7H—ERT. TFAK

A2V—=>, @ B, BE. I>TOVDIERLBEERETSHC

ENTEFET,

TEAXAMERI(CE DTS —2BBNICN —Z2T(CEIRTD

CENTEET, ThITKY. BUBRKISEDBEN —Z>T7 %213

CENTEET,

e A2959T47 EZa—ILEENTIL JLORU=TT7I7EALY
FUVERETFEED>TH. US. Section 508 29> 5" —R& Web
Content Accessibility Guidelines (WCAG) 2.0 AA R9>5'—K
([CEEMLTVWVET,

MN—=27 EVa-ILDOIEYT

Application Security / 7 PUr—3>OtFa)7«
Anti-Fraud and Bribery / SFER&BAEERIER

 Anti-Money Laundering / ¥3x—0>9") 7545k

Avoiding Dangerous Attachments / BRI 771 L%z @58k
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Business Email Compromise / EY 2R A—)LEEHR
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- Data Protection and Destruction / 7—9{RE&E L Mhi%
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« Email Security on Mobile Devices /
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* FERPA

+ GDPR

* Healthcare / &

* Insider Threats / AERERL

* Phishing / 71y >0

* Malware / %)Lox7

+ Mobile Security / E/NTIL £FaUTr

* Passwords / /X27—R

« PClI/ 7LV yhAH—RER

« Physical Security / E74 : B89 zFa )7+

+ Pll and Personal Data Protection / B AfBRODIRE

« Privileged Access Awareness / &7 7 AR
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 Safe Web Browsing / &£7% Web DRIE
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+ COVID-19 (Coronavirus) (¥&20+D1ILR)

+ DocuSign Phishing (DocuSign 71v>>7")

« Domain Fraud ( RX-1>/5EHR)

Dridex (RS1Fv7IR)

+ Fake Browser Updates (8D 75— 7v/7—h)

+ Fake OneDrive Emails Steal Logins (OneDrive O71 > %Z3E
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Fraudulent Shipping Notifications ( RIEZRFXE0 )

Look-Alike Websites Trick Users
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Microsoft Office 365 Credential Phishing

(Microsoft 365 (Office 365) sBsFIER 71V >7")

OneDrive Phishing Campaign
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Phishing Campaign Delivers Dangerous Trojan
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« Scammers Mimic Real Banking Emails
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» Malicious Cloud Applications
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+ COVID-19 Credential Phishing (U.S. Retailers)
(FEDOFITIILASRELER 71y > T (RBINGES)
+ COVID-19 Phish Spreading Malware (U.S. Infrastructure)
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» Awareness Video: Think Before You Click (Great Saves) /
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(Great Save [ 7L—bt—7"))

+ Awareness Video: Is the Cloud Secure? /
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» Awareness Video: Use Caution on Public Wi-Fi /
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+ The Defence Works E77# : Swiped Right Into Trouble
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+ 60 Seconds to Better Security: What is Smishing?
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» 60 Seconds to Better Security: What is Phishing?
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+ 60 Seconds to Better Security: What is BEC?
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« Phishing Decision Tree ( 71y > T DiREX)

« Phishing ( 71v>>7") : A Scammer’ s Sinister Scheme
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+ Tax-Related Schemes (#ERHERF—L)
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+ Be Smart About Mobile Security (E/\1I)L EF2 )7 (FBEAIC)

« TN - URL OEF2)T7

« Dangerous USB Devices ( f&k&%: USB 7/\1R)

* Is Physical Security on the Menu?
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+ Not All Offers Are as Sweet as They Seem
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+ [Cybersecurity Consequences
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